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Teach your children online safety habits, no matter what their ages. 
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They may always be your babies, but no matter what their ages, your children need some basic safety skills when 
they go online.  The National Cyber Security Alliance includes a K-12 working group that meets monthly to discuss 
and recommend strategies for teaching children how to be safe online, whether using a home computer or mobile 
device.  Some tips from the alliance follow, as well as a list of additional resources for parents or anyone in a position 
to help teach children online safety: 

Manage hardware and software 

 Install antivirus software, antispyware and a firewall on each computer in your home, and set them up to 

update automatically. Keep your computer's operating system, web browser, and other software current as 
well.  Back up your computer files on a regular basis. 

 Become familiar with the safety features of the web sites and software your children use.  Many have 

parental controls to help young children’s online experience by including settings that allow you to select 
approved web sites, monitor the amount of time they spend online, or limit the people who can contact them. 

 Locate and review the privacy settings of social network sites, cell phones, and other social tools your 

children use. Talk to your children about which settings provide the appropriate amount of protection for 
them. 

Teach safe online habits 

 Make it your business to be aware of your children's online habits, and let them know that you are aware.  

Spend time with them online, and support their positive participation in online social networks.  Help them 
react constructively when they encounter inappropriate material on web sites or in emails or text messages. 

 Explain and discuss with your children the risks and benefits of online communication.  Emails, text 

messages, photos, and videos are fun to share, but insulting or inappropriate communication rarely 
disappears and can be forwarded, posted in public places online, and damage reputations. 

 Teach your children to limit the amount of information they share with new online friends, and 

encourage them to confide in you if they have doubts about anyone they meet.  If you and they decide it's 
OK to meet an online friend in person, teach them how to be safe: meet only in well-lit public places; always 
take at least one friend; and tell a trusted adult about any plans they make (time, place, and new 
friend's name and cell phone number).  

 Help your children form habits to handle unpleasant online experiences like bullying, inappropriate 

comments, or unwanted contact:  confiding in a trusted adult, talking calmly with the offender, blocking the 
offender from contact, or filing a complaint. 
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Online resources for children's online safety 

 OnGuardOnline.gov is the Federal Trade Commission's consumer website to educate everyone on staying 
safe and secure online. 

 ConnectSafely.org has basic guidelines for teens and parents about cyberbullying, sexting, social 
networking, and more. 

 GetGameSmart.com provides information and resources to help families make smart choices about what 
they play, browse, and watch. 

 GetNetWise.org is a useful resource for families to learn how to protect themselves from online danger and 
create the safest online experience possible. 

 NetSmartz.org is a safety resource from the National Center for Missing and Exploited Children (NCMEC) 
and Boys & Girls Clubs of America (BGCA) for children aged 5 to 17, parents, guardians, educators, and law 
enforcement that uses activities to teach Internet safety. 

 WebWiseKids.org: A unique organization that offers fun, challenging and interactive simulations based on 
real-life criminal cases. Each program has been designed specifically for use with young people in 
classrooms and computer labs and is guaranteed to be easy to use and flexible with your classroom 
schedule. 

Share your Cyber Security Awareness tips here. 

Related articles:  

 Cyber Security Awareness: protect yourself 

 Organize your personal information to prevent identity theft 

 Preventing identity theft - protecting your personal data while online 

 Preventing identity theft - managing paper documents 
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